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How to enable Windows 11 24H2 Virtualization

BIOS Settings

1. First you must be sure if your CPU supports virtualization and it is enabled in the BIOS.
Different vendors and BIOS will have different screen and setup options, but logic
virtualization settings are same. Virtualization must be set as ON. Below is example for
Lenovo X1 Carbon Laptop BIOS.

"lmkpﬂll Virtualization

Kernel DMA Protection On OFF
Setup on
(A Main oN
N? Conﬁg Enhanced Windows Biometric Security Offt OFF
@ Date/Time
Iy Startup
Q) Restart

Disable Memory Integrity

2. Disable Windows 11 Memory Integrity option:

It's located as following in Windows 11:
Settings -> Privacy & security -> Windows Security -> Device security -> Core isolation -> Memory

integrity.
Disable it/OFF.
€ Settings
Privacy & security > Windows Security
Windows Security is your home to view and manage the security and
2 health of your device.
Find a setting Q
Open Windows Security Windows Security
Y Home < =
Protection areas =y . .
o Spstem <4 Core isolation
9 Blustooth s devices G Virus & threat protection Security features available on your device that use virtualisation-based
No actions needed security.
Nietrcasinteet Account protection
joy protect Memory integrity
. percnaliation No actions needed
Prevents attacks from inserting malicious code into high-security
(« Firewall & network protection processes.
n Apps g No actions needed
& Accounts
- F— App & browser control
Lo
No actions needed
‘Q Time & language
Learn more
Device security
9 Gaming g No actions needed s
Memory access protection
K Accessibility @ Device performance & health Protects your device's memory from attacks by malicious external devices.
Reports on the health of your device
| O Privacy & security Learn more
;& Family options
@ Windows Update Manage how your family uses their devices. -



Disable MS Windows 11 features related for Hyper-V

3. Go to Control Panel/All Control Panel Items/Programs and features/Turn Windows Features
on or off.
3.1. Disable (uncheck) Hyper-V, Windows Machine Platform and Windows Hypervisor
platform

F./Programs and Features

& > ~ /v [F]> Control Panel > All Control Panel ltems > Programs and Features b4

Control Panel Home :
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change or Repair.
‘y Turn Windows features on or
off K9 Windows Features O

Turn Windows features on or off (2] Installed On
15/02/2024
To .turn a feature on, select its checkbox. To turn' a feature off, clear its checkbox. 22/01/2024
A filled box means that only part of the feature is turned on. 26/01/2024
[)" Guarded Host 22/01/2024
+ (] Hyper-v 22/01/2024
4 Internet Information Services 29/02/2024
[C]" Internet Information Services Hostable Web Core 22/01/2024
+ 7 Legacy Components 22/01/2024
+ Media Features 22/01/2024
[J" Microsoft Defender Application Guard 22/01/2024
+ []7 Microsoft Message Queue (MSMQ) Server 02/03/2024
Microsoft Print to PDF 01/03/2024
()7 Microsoft XPS Document Writer 22/01/2024
+ []7 MultiPoint Connector 14/02/2024
+ @  Print and Document Services 22/01/2024
Remote Differential Compression API Support 22/01/2024
+ )7 Services for NFS 22/01/2024
()" Simple TCPIP services (i.e. echo, daytime etc) 22/01/2024
+ [J7 SMB 1.0/CIFS File Sharing Support 22/01/2024
SMB Direct 22/01/2024
L—,] Telnet Client 22/01/2024
(JZ TFTP Client 22/01/2024
_D Virtual Machine Platform 20/02/2024
[ |~ Windows Hypervisor Platform 22/01/2024
[J" Windows Identity Foundation 3.5 22/01/2024
+ Windows PowerShell 2.0 22/01/2024
# () W?ndows ProFess Act.ivation Service 12/02/2024
d andows Projected File System 02/03/2024

[1" Windows Sandhoy

OK Cancel

Disable MS Windows 11 Hyper-V service by CLI

4. RUN CMD as administrator or Powershell to disable MS hypervisor service.

bcdedit /set hypervisorlaunchtype off

Turn OFF Virtualization-based-Security (important)

5. Disable Deviceguard. Run/regedit

Reg-Key
"HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\
DeviceGuard\EnableVirtualizationBasedSecurity" -> 0



6. Disable Windows Hello: Run/regedit

Reg-Key
"HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\
WindowsHello\Enabled" -> 0

7. (Option if to use Group Policy Edit) Process to turn off virtualization-based Security:
7.1.Use Windows 11 Search and find Group policy editor (Windows 11 Pro only), Home
edition is required to make settings manually via regedit. VM Ware kbit link below.

Q_ Group policy

All  Apps Documents Web  More

Best match

Edit group policy

| <&

¥ Control panel

Edit group policy

Control panel

Search the web

£ Group policy - See web results
7.2.Go to Local Computer Policy > Computer Configuration > Administrative Templates >
System

7.3.Double Click on Device Guard on the right-hand side to open.
7.4.Double Click on "Turn on Virtualization Security" to open a new window
7.5.1t would be "Not Configured", Select "Disable" and click "Ok"

7.6.Close the Group Policy Editor.

7.7.Restart the system

File Action View Help

o« 20 = BHE 7
| Access-Denied Assistance _ Device Guard
il -V
) ‘'urn On Virtualization Base etting tate
:ﬁgnProoess(reauon Turn On Vi lization Based Sett :
Security == Deploy Windows Defender Application Control Disabled

Credentials Delegation

_| Device Guard

_| Device Health Attestation Service
Device Installation
Disk NV Cache

_| Disk Quotas

| Display

Edit policy setting A [ Turn On Virtualization Based Security

/i\sab\ed

Requirements:
At least Windows Server 2016,
Windows 10 =Ty

Description:

Distributed COM
Driver Installation

Specifies whether Virtualization
Based Security is enabled

5] Turn On Virtualization Based Security

Previous Setting

1 Early Launch Antimalware - ]
v Virtualization Based Security uses (O Not Configured E—
| Enhanced Storage Access
! the Windows Hypervisor to .
File Classification Infrastructure provide support for security O Enabled
File Share Shadow Copy Provider services. Virtualization Based
. . O Disabled
| Filesystem Security requires Secure Boot, and . _
Folder Redirection can optionally be enabled with the UPPOMted ON: 4y joact Windows Server 2016, Windows 10
. ) use of DMA Protections. DMA
Group Policy . 5
. protections require hardware
Internet Communication Managemer || support and will only be enabled
] iscst on correctly configured devices. , Optiens: Help:
| KDC
; Afiemlimnbinn Pt P mbimm k| - -
I Extended { Standard / Select Platform Security Level: Specifies whether Virtualization Based Securityis enabled.

2 setting(s) Virtualization Based Security uses the Windows Hypervisor to
provide support for security services. Virtualization Based Security
requires Secure Boot, and can optionally be enabled with the use of

DMA Protections. DMA protections require hardware support and
4o b e~ el e e dmdeee

[ UBVICE ENCTypuion SUppo
Hyper-V - VM Monitor M| Virtualization Based Protection of Code Integrity:
Hyper-V - Second Level /

Verify your Windows 11 virtualization settings

8. To verify if your Windows has disabled Virtual machine security:



msinfo32/system

icrosoft Windows [Version 10.0.22631.3155]
(c) Microsoft Corporation. All rights reserved.

:\Windows\System32>msinfo32/system

:\Windows\System32>

Output MUST show:

File Edit View Help
System Summary [tem Value
“Hardware Resources Installed Physical Memory (RAM) 32.0GB
“Components Total Physical Memory 31.7GB
“Software Environment Available Physical Memory 223 GB
Total Virtual Memory 33.7GB
Available Virtual Memory 23.0GB
Page File Space 2.00 GB
Page File C\pagefile.sys
Kernel DMA Protection On
Virtualization-based security Not enabled <
Windows Defender Application Control policy Enforced

Windows Defender Application Control user mode policy — Off
Device Encryption Support Meets prerequisites

Reference to: https://kb.vmware.com/s/article/2146361



https://kb.vmware.com/s/article/2146361

